MaxMD

Adding Digital Endpoints in NPPES

Step by step instructions




Navigate to NPPES in your web browser:
https://nppes.cms.hhs.gov/#/
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https://nppes.cms.hhs.gov/

Accept Terms and Conditions

4/13/21

== NPPES

National Plan & Provider Enumeration System

Terms and Conditions

You are accessing a U.S. Government information system, which includes: (1) this computer, (2) this computer
network, (3) all computers connected to this network, and (4) all devices and storage media attached to this network
or to a computer on this network. This information system is provided for U.S. Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

* You have no reasonable expectation of privacy regarding any c icati iting or stored on
this information system.
At any time, and for any lawful Government purpose, the Government may monitor, intercept, and search and
seize any communication or data transiting or stored on this information system.
Any communication or data transiting or stored on this information system may be disclosed or used for any
lawful Government purpose.
Our system uses Cookies for security purposes to ensure that unauthorized users cannot bypass our Multi-
Factor Authentication. The cookies are not storing p Ily identifiable i ion about our users. For
increased security to your account, please make sure Cookies are enabled in your browser.

To continue, you must accept the terms and conditions. If you decline, you will not be able to continue.

DECLINE ACCEPT
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Sign in-with your User ID and Password

....NPPES Q SEARCH NPI REGISTRY @ HELP

Ntivaal a8 owser Emumeration Syrtem
. .
Registered User Sign In Create a New Account
You need an Identity & Access Management System (1£A) User 10 and Password to create and manage NPis.

User D@ —— Individsal Providers, Organization Providers, Users working on behalf of a provider

1 you don't have an 184 account, need to update your existing IGA azcount, or don't remember your User 1D or Password, select
R the CREATE or MANAGE AN ACCOUNT button below o go to I8A.
Password Onos you have successfully created your 1A account, your exiating Type 1 NP1 will be associated with your WA acoouet,
(mmsnm, Alter successiully creating your I6A sccount, retuen to NPPES and use your 184 User 1D and Password 1o log o NPPES where you
can create and maintain the NP data associated with your provides(s).
SIGNgN

FORGOT USER ID OR PASSWORD? CREATE or MANAGE AN ACCOUNT

e MFA here

*if your User 1D Is assoclated with a large number of providers, you could experience a small Yo lex 1 click hare

delay while the application retrieves all NPPES profile related information

ANNOUNCEMENTS

NPPES
Web Application

Announcements
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Scroll to Manage Provider Information

then, use pencil tool to edit your account
- NPPES Q SEARCH NPIREGISTRY @ HELP

Natona/ Pan & Provler Fnumeration Systemy

&Matt Eirod |  Sign Out

Apply for a National Provider identifier (NP1)
Apply for a Type 1 Individual Provider NPl or Type 2 Organization NP, Indiidual Providers can only have one NP1, however, Organization Providers can have multiple NP1s,

'

—
4

EMPLOYEEOR'SURROGATE] M PLOYEE DRISURRDGATE

. - 4
Appiy 1or an NPT toe myselt ) Apply for an NP1 for another ingradual 7] Apply for an NP1 for an Organization (7]

'a
¢

1 Manage Provider Information

azsociated with the providers listed below. Select the provider you wizh to view or modify NP1 data for. i the provider currently has more than one NPI asscciated with it, you need to select
the .»lmmmndthopmid«mdvilwilﬂm associated with the provider.

Please scroll to the right using the scroll bar at the bottom of this table to see all ilabk /I and act
e — S—— - ] o
Type « TIN Legal Business Name Primary Practice Location  NPI Primary Taxonomy Satus Certification Date Action
g Eirod, Matt Alexandris, VA — Physical Theragist @ Change Request In  Nok Yet Certified A 6 =
Progress Edit kom Sefect the Edit on to edit an aiready existing NP1 application
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Review profile information on Main Page

' ...NPPES Q SEARCH NPIREGISTRY @ HELF

Nationai Plan & Providder Enumeration System

——

&MattElrod | @ Sign Out

N\ N\ N\ ™\ ‘ ~ ) ~~ ‘ /-\
|
) e sopeess MEACTH INSORMATION SECKANGE OTHER IOENTIRERS ThCHOMY CONTATT W90 SUBMISSION
appicaron complesed
Address.
Healmh Informasion Exchange 4
pe——— @ Provider Profile
Taxonommy
* Indicates Requires fiekds.
Contact Informaticn
Note: Fields with [ icon will NOT be publicty svailable
Error Check .
Provider Name Information:
Submsson
Frefu: “Fst: iddle: *Laat: Suff:
v Matt Elrod v

Credesziatis):(MD, DO, et
PT

Other Name:(if applicabie)
Prefic First: Middle Last: Suffic

v v

Type of Other Nome: CredentialzkMD, 00, etc.)

Other Identifying Information:

* Date of Barth: g *TIN Type: * Tax Identification Number(TIN: §
01/01/1911 SN Wl = 1111111111
* State of Brtnilf US) @ Country of Birth: @&
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Select Health Information Exchange

Q SEARCH NP1 REGISTRY @ HELP

AvattEvod | @ Sgnout

2 movsen P ™\ ™\ .\ ™ £\ T
) ( )

& Mo thed ’
s proset T TAMA A T AN e cenrens ramreary S ct e e SUMASSON

“bed cotes R red Vedds.
Cortact wkrrraton
Pooter Fieids wih (@) eon will HOT be pubshely avedobbe
Ervar Chack R
Provider Name Information:
St rorn
oot “Heat: Viscle: Tl Seftec
4 Natt tyod v

Crecenzal|sl-M0, CC, otz

o1
Other Ko I opphcatiel
Prefo Firskz Uadele: Leat: Suhfoc

v v
Type of Cther Narse: Crederbiahst MO, DO, ete!

v

Other Identifying Information:
T Oote of it "IN By * Tax ldritication Number TIN): |

01/01/1911 e v 1111111111

[P E——"—— TSaect BhidUS) @ Country ot itk
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Populate the information needed to describe the

digital endpoint and its intended purpose

Some practitioners may want to include a Direct address that others can use to send secure
messages to themselves directly.

However, most practitioners will prefer to include the addresses used by their organization to
facilitate coordination of care.

For example, a practitioner who prefers ADT notifications to be sent to a Direct address

established for that purpose can add this digital endpoint in using the following information as
show in this presentation

4/13/21 © 2020 MaxMD Confidential 8



Select Direct Messaging Address for the Endpoint

Type

Endpoint for Exchanging Healthcare Information (optional)

* Indicates Required fields.

The exchange of health information between doctors, nurses, pharmacists, other health care providers and patients can use endpoints to appropriately access and securely share a patient’s
vital medical information electronically. An endpoint is a device/address that provides a secure way for participants to communicate with each other.

Endpoint inf tion will be made available on the NPI Registry, APls, and Data Dissemination Files for users to receive and consume.

Endpoints should not include personal email information.

* Endpoint Type: * ghdpoint: @ Endpoint Description: (@)

Endpolint Content Type: @)
QONNECT URL v v

mmlrr organization? * Endpoint Location:

Other URL

X g Add New Endpoint Location

RESTful URL

SOAP URL

4/13/21 © 2020 MaxMD Confidential 9



Add.the endpoint Direct address the organization wants

to use for receiving ADT Notifications.

== NPPES

Nationsl Alan & Provider Enumeration System

# MAIN PAGE
2/ PROVIDER
Provider Profile
Address
Health Information Exchange
Other identifiers
Taxonomy
Contact Information

Error Check

Submission

o © 0O O

FROFILE AJDRESS MEALTH INFORMATION EXCHANGE OTHER IDENTIFIERS TANCNOMY

(+]!

; 4 Endpoint for Exchanging Healthcare Information (optional)

* Indicates Required fields.

Q SEARCH NPIREGISTRY @ HELP

(> ()

CONTACTINFO ERROR CHECK.

&MattElrod | @ Sign Out

~

SUBMISSION

100% application completed

The exchange of health information between doctors, nurses, pharmacists, other health care providers and patients can use endpoints to appropriately access and securely share a patient’s
vital medical information electronically. An endpoint is a device/address that provides a secure way for participants to communicate with each other.

Endpoint information will be made available on the NPI Registry, APls, and Data Dissemination Files for users to receive and consume.

Endpoints should not include personal email information.

* Endpoint Type: * Endpoint: @ dpoint Description:

Direct ging Add v DTnotifi i md isual endpoint for ADT Notification

* Endpolnt Location:

Health Information Exchange (HIE]

Other

Rl Add New Endpoint Location

4/13/21
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Add the description “Digital endpoint for ADT

notification”

- NP P E S Q SEARCH NPIREGISTRY @ HELP

& MattElrod | ( Sign Out

# MAIN PAGE

% PROVIDER

e 90

() (> Y 7 e ;)

FROF AJDRESS MEALTH INFORMATION EXCHANGE OTHER IDENTIFIERS TAXONOMY CONTACTINFO ERROR CHECK. SUBMISSION
Provider Profile
100% application completed

Address
Ot idattes a ) Endpoint for Exchanging Healthcare Information (optional)
Taxonomy
Contact Information

* Indicates Required fields.

The exchange of health information between doctors, nurses, pharmacists, other health care providers and patients can use endpoints to appropriately access and securely share a patient’s
i vital medical information electronically. An endpoint is a device/address that provides a secure way for participants to communicate with each other.

Endpoint information will be made available on the NPI Registry, APls, and Data Dissemination Files for users to receive and consume.

Endpoints should notinclude personal email information.

* Endpoint Type: * Endpoint: @ Endpoint Description: @
Direct Messaging Address v ADTnotification@direct.maxmd Digital endpoint for ADT notification
Endpoint Use: @ Endpoint Content Type: @
v v

* Endpoint Location:

Direct N DA Add New Endpoint Location

Health Information Exchange (HIE)

Other

4/13/21

11



Select “Direct” for Endpoint Use

:.NPPES Q SEARCH NPIREGISTRY @ HELP

& MattElrod | @ SignOut

# MAIN PAGE

2 Mot Evod ° ° °
FROFILE ADDRESS HEALTH INFORMATION EXCHANGE OTHER IDENTIFIERS TAXCNOMY CONTACTINFO ERROR CHECK SUBMISSION

100% application completed

Endpoint for Exchanging Healthcare Information (optional)

* Indicates Required fields.

The exchange of health information between doctors, nurses, pharmacists, other health care providers and patients can use endpoints to appropriately access and securely share a patient’s
Submissk vital medical information electronically. An endpoint is a device/address that provides a secure way for participants to communicate with each other.
Endpoint information will be made available on the NPI Registry, APls, and Data Dissemination Files for users to receive and consume.

Endpoints should not include personal email information.

* Endpoint Type: * Endpoint: @ Endpoint Description: @
Direct Messsging Address v ADTnotification@direct. maxmd Visusal endpoint for ADT Notification
Endpoint Use: @ Endpoint Content Type: @
v v

h? * Endpoint Location:

Rl Add New Endpoint Location

Direct

L
Health Information Exchange (HIE)

Other

12
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Select “Other” for Content Type

== NPPES

National Plan & Provider Enumeration System

# MAIN PAGE
2] PROVIDER
Provider Profile
Address
Health Information Exchange
Other identifiers
Taxonomy
Contact Information

Error Check

Submission

4/13/21

Q SEARCH NPIREGISTRY @ HELP

& MattElrod | @ Sign Out

f@, f\gl ° () () ') () ()
FROFILE ADDRESS HEALTH INFORMATION EXCHANGE OTHER IDENTIFIERS TAXCNOMY CONTACTINFO ERROR CHECK SUBMISSION

o e
o

Endpoint for Exchanging Healthcare Information (optional)

* Indicates Required fields.

The exchange of health information between doctors, nurses, pharmacists, other health care providers and patients can use endpoints to appropriately access and securely share a patient’s
vital medical information electronically. An end is a device/address that provides a secure way for participants to communicate with each other.

Endpoint infc ion will be made available on the NP1 Registry, APls, and Data Dissemination Files for users to receive and consume.

Endpoints should not include personal email information.

* Endpoint Type: * Endpoint: @ Endpoint Description: @

Direct M. ingAddress v DTnotificati irect.max.md Visual endpoint for ADT Notification
Endpoint Use: @ Endpolint Content Type: @

Direct v v

* Is the Endpoint affiliated to another or

( ]
Otes @no csv 3l Add New Endpoint Location

© 2020 MaxMD Confidential
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Add “Visit notification note (LOINC 86530-3)”

* Indicates Required fields.

The exchange of health information between doctors, nurses, pharmacists, other health care providers and patients can use endpoints to appropriately access and securely share a patient’s vital medical information electronically.
An endpoint is a device/address that provides a secure way for participants to communicate with each other,

Endpoint information will be made available on the NP| Registry, APls, and Data Dissemination Files for users to receive and consume.
Endpoints should not includ I iLin )

* Endpoint Type: * Endpont: Endpoint Description:
Direct Messaging Address v  ADTnotifications@Direct. maxmd Digital endpoint for ADT notifi
Endpoint Use: @ Endpoint Content Type: @ * Other Endpoint Content Type:
Direct v Other v Visit notification note (LOINC 36530-3)
* Is the Endpoint affiliated to another organization? * Endpoint Location:
Oves ®no

123 Alphabet Street Apple Valley, MN 12345 v

4/13/21 © 2020 MaxMD Confidential 14



Answer the question about if the endpoint is

affiliated with another organization

* Indicates Required flelds.
The exchange of health information between doctors, nurses, pharmacists, other health care providers and patients can use endpoints to appropriately access and securely share a patient's vital medical information electronically.
An endpoint is a device/address that provides a secure way for participants to communicate with each other.

Endpoint information will be made available on the NP Registry, APls, and Data Dissemination Files for users to receive and consume.

R — 1 email in )

* Endpoint Type: * Endpont: Endpoint Description:
Direct Messaging Address v ADTnobifications@Direct maxmd Digital endpoint for ADT notification
Endpoint Use: @ Endpoint Content Type: @ * Other Endpoint Content Type:
Direct v Other v Visit notification note (LOINC 86530-3)
* Is the Endpoint affiliated to another organization? * Endpoint Location:

OYes ® o o »
123 Alphabet Street Apple Valley, MN 12345 v Add New Endpoint Location

4/13/21 © 2020 MaxMD Confidential 15



Select the address that best supports searching for this

endpoint. Pick an address where care is provided.

* Indicates Required fields.

The exchange of health information between doctors, nurses, pharmacists, other health care providers and patients can use endpoints to appropriately access and securely share a patient's vital medical information electronically.
An endpoint is a device/address that provides a secure way for participants to communicate with each other.

Endpoint information will be made available on the NP Registry, APls, and Data Dissemination Files for users to receive and consume.

R — 1 email in )

* Endpoint Type: * Endpont: Endpoint Description:
Direct Messaging Address v ADTnotifications@Direct maxmd Digital endpoint for ADT notification
Endpoint Use: @ Endpoint Content Type: @ * Other Endpoint Content Type:
Direct v Other v Visit notification note (LOINC 86530-3)
* Is the Endpoint affiliated to another organization? * Endpoint Location:
Oves ®no 123 Alphabet Street Apple Valley, MN 12345 B B Add New Endpoint Location

4/13/21 © 2020 MaxMD Confidential 16



Accept the endpoint use terms and conditions

dpoints to appropriately access and securely share a patient’s vital medical information electronically.

* Indicates Required fields.
iders and patients can use endp

The exchange of health information between doctors, nurses, pharmacists, other health care p
An endpoint is a device/address that provides a secure way for participants to communicate with each other.

Endpoint information will be made available on the NPI Registry, APls, and Data Dissemination Files for users to receive and consume,

Endpoints should not include personal email information,
* Endpoint Type: * Endpont: Endpoint Description: ()
Direct Messaging Address v ADTnotifications@Direct.maxmd Digital endpoint for ADT notification
Endpoint Use: @ Endpoint Content Type: * Other Endpoint Content Type:
Direct v Other v Visit notification note (LOINC 36530-3)

* Is the Endpoint affiliated to another organization? * Endpoint Location:
O
Oves ®o 123 Alphabet Street Apple Valley, MN 12345 v

4/13/21 © 2020 MaxMD Confidential 17



This.is the response you see to indicate the endpoint

information has been entered correctly

2

Endpoint for Exchanging Healthcare Information (optional)

O INFO: Health Information Exchange
The entered endpoint has been added.

4/13/21 © 2020 MaxMD Confidential 18



This is.what is looks like to include multiple digital endpoints

for different information exchange purposes.

Please scroll to the right using the scroll bar at the bottom of this table to see all available columns and actions

Y [Filter.. l®
Endpoint Type » Endpoint Endpoint Description Endpoint Endpoint Content  Affiliation Endpoint Location Action
Use Type
Direct Messaging Address ADTnotifications Digital endpoint for ADT Direct Visit notification { u
@Direct.max.md notification note (LOINC 86530- 123 Alphabet Street Apple Valley, MN 12345
3)
Direct Messaging Address Provider's direct account  Direct Direct secure ! u
“a"“:_::d"“’" message 123 Alphabet Street Apple Valley, MN 12345

4/13/21 © 2020 MaxMD Confidential 19



Review information in additional sections, select

“Next” at the bottom of the Error Check.

.... NP P E S Q SEARCH NPIREGISTRY @ HELP

& MattElrod | @ SignOut

# MAIN PAGE
| PROVIDER
5 ©—nil® ® o) . —
FROFILE AQDRESS HEALTH INFORMATION DXCHANGE OTHER IDENTIFIERS TRONOMY CONTACTINEO  ERROR K SUBMISSION
Provider Profile
100% application completed
Address
Health Information Exchange 2
PO (| Error Check
Taxonomy
Contact Information Note: Please click the NEXT button to submit your application.
Error Check Step 1: Provider Profile
Submission
' COMPLETED: Profile
No Errors Found
Step 2: Address

“ COMPLETED: Address
No Errors Found

Step 3: Health Information Exchange

I it Health Information Exchange

No Errors Found

Step 4: Other Identifiers

COMPLETED: Other Identifiers REVIEW
4/13/21 hipelippescne bhe gov ¥ etmnrand © 2020 MaxMD Confidential = 20



Check and Submit

4/13/21

National Plan & Provider Enumeration System

Health Information Exchange
Other identifiers

Taxonomy

Contact Information

Error Check

Q SEARCH NPIREGISTRY @ HELP

&MattElrod | @ Signout

Submission Certification

After reading the terms and conditions listed below, check the box at the bottom of this page then click “Submit” to submit your application.

* Indicates Required fislds.

o | have read the contents of the lication and the inf i ined herein is true, correct and complete. If | become aware that any information in this
application is not true, correct, or complete, | agree to notify the NP| Enumerator of this factimmediately.

* lauthorize the NPJ to verify the i i ined herein. | agree to keep the NPPES updated with any changes to data listed on this
application form within 30 days of the effective date of the change.

* |haveread and d the Privacy Act

* | have read and und dthe fying the NP| Application / Update Form as stated in this application. | am aware that falsifying
information will result in fines and/or imprisonment.

Penalties for Falsifying Information:

18 U.S.C. 1001 authorizes criminal penalties against an individual who in any matter within the jurisdiction of any department or agency of the United States
knowingly or willfully falsifies, conceals, or covers up by any trick, scheme or device a material fact, or makes any false, fictitious or fraudulent statements or
reprasentations, or makes any false writing or documant knowing the same to contain any false, fictitious or ' or entry. Individual
offenders are subject to fines of up to $250,000 and imprisonment for up to five years. Offenders that are organizations are subject to fines of up to $500,000. 18
U.S.C. 3571(d) also authorizes fines of up to twice the gross gain derived by the offender if it is greater than the amount specifically authorized by the
sentencing statute.

that this form is being completed by, or on behalf of, 3 health care provider as defined at 45 CFR § 160.102. Required

< PREVIOUS SUBMIT

© 2020 MaxMD Confidential
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